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1. floqcuurerbHaq 3arrrrcKa

1.1. I{e"rrr, ucrrbrraHr{fl: rrpoBepKa u oueHKa sHaur4fi nocrynaro[Ir4x B

Mafr4crparypy [o 6asosrna KypcaM r4 rro rr4crllrrrJrr4HaM uposranx.

1.2. Ilocryrarcu1ufi e Nrarucrparypy AoJrrKeH 3Harb:
- ocHoBbI rlocTpoeHLrfl 14 apXI4Te.KTypu 3BM, coBpeMeHHbre TexHr4rrecKLre 14

[porpaMMHbre cpeAcrBa B3arrruo4efr crnllq c 3BM,
- TexHoJlorrrro pa:pa6orxz anropI,ITMoB vr [porpaMM, ocHoBbr o6lerruo-

oprreHTr4p o B aHHof o [oAXoAa K np ofp aNrMr.rpoBaHr4ro,
- ocHoBHbIe craHAaprbl B o6tactw zn$orouMyHzKarlr4oHHr,rx crrcreM 14

TexHoJrof zfi , o cuo nu Zurepner-TexHoJtrorr,rfi ,

- npI4HIII4rIbI nocrpoeHl4,s coBpeMeHHbrx oleparlrroHHbrx crrcreM ra ocodeuHoerrl
r{x npHMeEeHr4fl.,

- 6asrt AaHHrIX 14 cl4creMbl ynpaBntenkrfl 6asaMr AaHHbrx 4nx zn$opMarlrroHHrrrx
QI,ICTeM p a3nI4qHOf O Ha3HarI eHLIfl.,

- Teoperl4r{ecKl4e ocHoBbI apxr4TerKTypuofi r4 cxeMorexHr{qecKofi opranprr,e'rJnr4
BbIr{I{cJrr4TeJIbHbIX cerefi , no crp o eHr4_f, c ereBbIX rrp oroKoJro B,

- MeroAbI Lr cpeAcrBa o6ecue.IeHu-s zu$opvraquonriofi Segonacuoorr{
KoMrrbrorepHblx crrcreM z cerefi.

1.3. Ilocryrarcqufr e Marncrparypy AoJrlKeH yMerb: ,,, j l

- pa6orarr c coBpeMeHHbIMI4 oneparII4oHHbrMIz crrcreMaM[, cproreMaMa
nporpaMMupoBaHhfl> .),,1

- HAATq aLrBarb KOHKp erHbre rouszryp a\uv oneparlzoHHbrx cr4creM,
- paspa6amtnam IanSonorzvecxue r4 4araJroruuecKr4e cxer\4br 6a: lanntrx;'i:,irr,i,.
- Hacrp avBarb r,r r<on$raryprrp oB arb KoMrrbrorepHyro c erb,

1r,.' f!tliIl
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2. COAEPXAHIIE TIPOIPAMMbI
A.uropnrMbl tI MeroALI BllqlrcJreuu.fi. llon;rrpre €urroprrrMa. Cnoiicrsa, BLrAbr v
cloco6u orrLrcanLrfl ElrlroprrrMoB. KnaccusvKarJur .rr3brKoB nporpaMMzrpoBaHufl.
llapa4arurr nporpaMMI4poBaHl4f,. lloHrrze o crpyKrypax AaHHbrx. llpocrue
crpyKTypbl vr rI4IIbI AaHHbIX. Cocraeurle lunefiHtre rr4rrbr AaHHbrx, Maccrde.
Ouepe4r, Crex. fer<. Jlunefruue crrr4cKr4. Cocrasurre HeJrr4Hefinrre rr4rrbr .[aHH6rx.

fpenonu4urre crpyKrypbl IaHHbrx. 3leirrenrlr reoprrr4 rpa$on,. Alropzrurr
o6pa6orxrr AaHHrIX. AnropurMbr coprrrpoBKr4 r.{ rorrcKa. llapanneJrbHbre anropr4TMbr.
llapalnenrurtfi nol{cK. llaparnerr,Har coprr4poBKa. llapartrtenbHbre arrroprrrMbr rfa.

rpa$ax. ConpevreHHble aJIropI4TMrr o6,paSorKr{ AaHHr,rx. PexypcuBrrr,re anropr4rMbr.
Xa4Hrte anropnrMbl. Oqeuxa crroxHocrr4 aJrroprrrMoB v nporpaMM. ItpuTbpnfi
OIIeHKI4 cJIolItHocrI4 nporpaltru. BIa4nr cJrox{Hocrefi. llpocrpaHcrBeHHax cnoNHijgifi:
B p eu euu aq cflo rtH o crb. A c Iarr,turorl4rl e (]Ka.s o r{eFII(a cJI o}KHo orl4. rl'

3ralrr MareMarl4qecKofo MoAenHpoBaHr4fl. I4croqnrar<a norperxHocrefr' ilprr
MoAenl4poBaH]v'u. llpvuquntr rrrepaquoHHbrx MeroAoB. Mero4u qrzcneiiHijio

I4HTerpI4poBa]F'l/^fl. Mero4rr [pqMoyroJr]bHuKoB, rpaneqzfi, CurrrncoHa, MeroA Monre-
Kapno. Oqeura norpelrrHocrl'I KBalparypHbrx $opivryn. Cxenrr rcoHrptlhn
norpelxHocrrl c norioBl{HHbIM rxaroM. Mero4rr Ha HepaBuouepuofi cerKe. MehO#i
peureHr4-f, cr4creM lvHefrurrx anre6par4rrec

perxeHr{-rr CIAy. Mero4 ucKffo.reHufi
ZrepaqzoHHbre MeroAbr perxeHr{.fl cr{ore
(CnA!. 9rzcleuutre MeroAbI perueHr4-fl atre6pauqecKr4x v rpaHcrIeHAeHrHErx
ypaBHeHHfi. Mero4bl IIoJIoBIzHHoro AeneHu-f, rr 3oJrororo cer{eHrz.s. Me'roA [poctr*Ix
urepa4uil Mero4 Huoroua (r<acaremnrrx). Mero4 ceKyrlux. I,Inrepuouq##''u
oKcrpanonflr\vrfl Synxqufi. I4nrepuonxqzounr,rfi MeroA Jlarpauxa.. Ky6uuecrze
cnlafrnu. AunporcvMarJLrfl Tpr4roHoM

MeroAbr Ar{cKperHofi oururrrz:aqnra. Mer
eereefi rz rpaHr4rl, xa.4Hrrfi MeroA, MypaB

Cuunrexc MeroA.

O6rercrno-opHeHTrrpoBa HHoe

,,. ., r.i{;i,r,
.,.ii.

rporpaMMupoBaHue. Bagoerre uoH-sru.q'it!il

frpI4HIII4nu OOII e C#. I4urcancyrrflr\vfl, HacJreAoBanvre n rroJrr{Mop$usrra. Knaccqf,rz

o6r,exrr,r (er<sevnrrprt r<raccon)" florx, ceoficrna, MeroAbr. Mo4ra$tar<aroi2rr

Br4Ar4Mocru e C#. Koncrpyxropbr r4 AecrpyKropbr. Crparerzr4 Aocryna i non.f,vl

Knacca. CrzrHarypa MeroAoe. Brrsoe MeroAoB, [epeAarra r4 Bo3Bpar]leHr4e :uaqeHrafi

ilo ccbrJrKe B MeroA. lleperpy:ra
Craruqecr<rae Meronbr. Mero4rr c HecK

-s3brKa C#. flpeoSpa3oBaHll.a rI4rIoB (r
noMorubro BcnoMorareJIbHbIX xraccon).

npeo6pa:oeauufi. Oneparopbr s3brKa {J#. lleperpy3Ka oneparopon. l[IepeMeHHbre v
I iti t
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BblpaxeHl4.s. Mareuau4r{ecKl4e 14 Jrorr4rrecKr4e o[epaqur4. Maccusrr r3brKa C#,.

Macczerr o6teKros. KorireKl{ur4. Crpoxz. ZslaeH.seMrre w Herr3MeHrgryrrr,r.e

crpoKoBble KJIacobI. Crpyrrypu vr nepeqzcneHLrfl. AScrpaxlur,re KJraccbr.

I'Inrep$eficrr. I,IurepQeficu vr a6crparrnue KJraccbr (o6nacru r4erroJrb3onaHr,rx).

Crarzvecr<ue, BI4pryaJIbHbIe pr uurepSeficHbre cnoficrea. I,1u4er<caTgp,6J.n r,4
MHoroMepllbre I4HAeKcaropbI. [enerarbl 14 coSrrrzr{. @yHrqura oSparHoro snrsogi
Anonurvtrre $ynr<qrzn. Jlavr64a BbrpaxeHr4f,. Ao,trxpoHHbre Bbr3oBbr. Cor6,ur;gx.

IlunarvmuecKl4e rIrrIbI u rua6louu. lKracc Reflection. {anaMurrecKoe csqgHRa{Ee
co6rtrufr c zx o6paSorqur<avu. Orna4xau o6pa6or:r<a r4cKlror{r4TeJrbr{brx ctnyaquit.,
C os4auze co 5 crseHHbrx r4 cKJto.reHLrfi . flarrep nu np o eKTr4p oBaHr{.f, .

Web-uporpaMMlrpoBaHl{e. Klzeur-cepBepHbre rexHonoruu Web llporororr HTTP.
Hasua'reHlae vr npI4MeHeHI4e CSS. Ocsonsrre roH-srr4r CSS, ux Ha3HarreHr4e,

onpe,{eneHre v HcrIoJIb3oBaHI4e npz Qopvrarr4poBaHrara HTML-AoKyMeHra. TaSlzqsl
wuteit (CSS). Basoerre ceoficrea lr ceneKropbr CSS. Cnequ{rz"rHoctbli{i$S$
ceneKropoe. Oco6eHHocrl4 npl{MeHeHz.q CSS cnoficrn: display, position, float'tttft,6.
CSS anrzuar\r4Lr, MHox(ecreeHHrrfi $orr, transitions. A4anrvB:aafl. nepclxa. Fle*bb*c
Ceuau:ruqecKat ndpcrra Mrzr<po$opMarbr. Bne4eHae B JavaScript. I,lorOp'ii9
pa3B[Tr4fl. CzHtarcltc, 6asosrre oJreMeHTbr {3brr(a. Tranu AaHr{E,rx JavaScript:,
Maccznrt, o6rexru, Qynrqrzu. 3erurrr<a:u:rrn B JavaScript. JavaScript *,?t
npororl4nHo-opl4eHTHpoBaHHrrfi -ssrrK. Hacre4on a;azre, Bs azrrao4efi cretze JS c HT'ML
AoKyMeHToM. Beegeulae B DOM-rr,roAenb. DOM-rraoAenb. JS v cneuudraqutre
3JreMeHTbr HTML 5: canvas, video,
Cepnepnue rexHoJrorrrr4 ne5-nporpaMM

NodeJS. Co6rrrzfiHoe rrporpaMMr4porlar{rr , .,
Kouur'rorepHL're ceru vr Merorbr KoAupoBanE.krfl. ocHonnrre r
KoMrrbrorepHbrx cerefi. KnacczouKarJLrrt cerefi. Mero.4u Aocryna K cpe,4e ne

AaHHbrx: uaprepurrfi, CDMA/CD, CDMA/CA. Cereerre apxr4reKrypLi:

oAHopaHroBbre cerzt, Knr4eHT-cepBepHbt.e, pzp.@ugzqecxafl. v rorvqecKa-s ro
cerv,6a:oerre cereBble rorroJrortru n xouSr4Hl4poBauHbre rololorr4r{ecKue p

Tunrr aApecaIII4I4 B cer-f,x. Ceresbre lvrolenlr, MoAeJrb B3ar4Mo gefi.crleur. orKpbrrlrx
cBr3aHHbrx ckrereM (OSI). ZHxancylr
MoAenr TCP/P B cpaBHeHr.rpr a OSI
KoMMyHrrKarlrroHHbrx rrporoKorroB TCI'/I
arpeca. Oupe4eneHr{e MacKH no4cerz. A
KoMlrrrorepHblx cerefi. Xaparuepuc

Xap ar<rep vcrkrKr4 np oroKoJroB KaHaJr br{or

fpynua craHAapron 802.3: Ethernet, Fa

Kaqpa Ethernet. MexcereBoe B3arrvropefi

ocHoBe nporoKonoB cereBoro ypoBHx. Oc
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IIaKera IPv4. Oco6ennocrl4 paSorr,r ilporoKona IPv6. llpororonbr rpaHcnopru.or;o
ypoBHt TCP v UDP, Sopvarrr cerMeHra u gefirarpaMMbr. @yHrqnonanrriCie
oco6enuocrz ceaHcoBoro, [peAcraBrrreJrbcKoro Lr

Hacrpofixa nporoKona TCP/P B orrepaqzoHHbrx

Ar4arHocrr.rqecKr4x yrvnrr rrporoKona TCP/P. OcoSen
cTeKa TCP/IP: FTP, TFTP, SNMP, PO,P, IMAP, SMTP,
r.rl. Pexznrsr pa6our FTP, l(onuyuuKarlrroHHoe oSopy4on altre celeli
KonrvyrupyeMble coeAI4HeHI4r. Brr4eneHnrre rLrHLru. Ocuosrr Maprrpyrusaqvtut.
@ynxqvz Maprrpyrl43aropa. Craruqecr<as Maplrpyrv3arryrfl. fiuuawruuecKr4e
nporoKonbl Mapurpyrvrca\w. Merpzru. RIP. OSPF. Ocuoerr npoerrrzijcjs,Hf
cereft. EIGRP. EalaucnpoBKa Harpy3Kr,r B cer.sx. Ocnoesr KoMMyrarlvrzr B cbtff"
VLAN 14 vx rpIzMeHeHI4e. Ocuonu cereeofi 5esonacHocrrr. Jft,rcrrr 'aoetli#dt

Crau4aprHble I4 paclxl4peHHbre ACL. Hacrpofir<a m oco6eHHoerz paSo'ru XXtiil#
PAT. Hacrpofira DHCP cepBepa. Cereeoe a1Mr4HLrarpr4poBaHr4e, uacrpofir<a1.,:u

ocoSenHocrz $yHlcIIzoHI{poB aHr4fl NC.P, Syslog, SSH. I4cuolrgoBaHr4e cr,rcreMHlrx

rIoJII{TI{K. Ananzsaropu cerLr. Cereeoe yrpaBnerrr4e. Cereerre cnyN6u. Welb'!.
cepBepbl. Texuolornl4 rlocJleAnefi Mr4rrr4. Mapurpyu43aropbr KJracca S OFIO. MeroAu
KoArrpoBaHufl, B cer;rx: NRZI, AMI, M€rHr{

ri HeonpeAeJreHHocrr. 3urp orrvrfl Karc Me

Ar4cKperHux coo6rq euuit. fucr<pernbre r4

coo6uleHzfi. IJenr Konr{poBauzs. PaeHo

KoAbr. llouexoycrofiqzsoe KoAr4po.BaFr

rrcnpaBltlroulefi cuoco6uocrbro. CzcreruaruqecKr4e KoAbr. KoA c rrerHbrM rrr4cJroM

eAI4HI4II. Kol o yABoeHI4eM 3JreMer{ToB. ZnnepcHufi KoA. KoArr Xerurr.lzrlia.

OcHosHLIe csofrcrBa III4KnI4r{ecKoro KoAa z cnocoSbr nocrpo eHvrtt. I,lreparileifire
KoAbr. PenyppeHTHbre KoAbr.

Ceru v reJreKoMMyHr{KarIr.rH. Klaccz
nepeAarrr4. llepnuuHbre cnrHaJrbr oneKTpo

TeneQonHbre cr{rHaJrbr. Czrnarsr 3ByKo

TeresrasuoHHbre cr.rrHaJrbr. CrzrHamr ne

r<naccn$uKarJafl v ocHoBHbre xapaKrep r4crzrKu. Kasar neperaqz 'itJit
rrerbrpexnoJrrocHr4K. Trauonrre KaHaJrbr ilepeAaqz. llocrpoeHrre ABycropoHniix
KaHaJroB. Pase.f,grrsarcque ycrpoficlnil, rpeSoBaHv;fl, K Hr{M vr rrx rcnaccu$uraiu.x,

Ananus peszcropnofi ara$Sepeuqua-uruofi cr{creMbr, O6oSrqenna{ crpyr<ryprilix

cxeMa MHoroKaHanrHofi cr{creMbr nepeAarrr4. MeroArt pa3Aenel{I4t KaHanbHh.IX

cr4fHaJroB. Bsal4laHrre rloMexr{ MexA'y

|IepeAar{r4 c rracrorHblM pa3AeneI]HeM

nocrpoeHnfl. cucreM nepeAarlkr c r{I'X:.

BpeMeHHbrM pa3AeJreHr.IeM xauanon (IlP



flepexo4nbre BJrr4-rrHr{rr Me)KAy KaHa.rrerMr4

KoAoBarr Mo.qyn-rrqr{.rr. Ksanrosanze or{r
Ko4zponaHl4e KBaHToBaHHbIX orcr{eroB. Bra4u cr4HxpoHr4 3arryrn B ur$poqpJ"

nepeAaqu. Oco6eHHocrz nepeAar{I4 3JreKTpoMarHr4THbrx r<ole6auufi rto clntz.rec
xa5enrc. OSo6ulennaq crpyKrypHaq cxeMa BoJroKoHHo-orrr4rrecrofi cr4

ilepeAarI[. OcuosHble y3nbl orlTarlecKrrx crrcreM nepeAa.rz. Jla:epbt 14 cBeroAr{o
3aryxaune orrrl4qecKoro I43nyrIeHH.[ n OB. Onra.recKtre ycvnvreJrr{. Ynporueqtr
crpyKTypHa.s cxeMa 6ecnpono4nofi ryrHuv cBfl3tr. O6utze npuHrlr4nrr uocrpoet
paAl4openefiurx cr{creM cBfl3l{. CnyruuroBbre cr4creMbr cBfl3r4. Ocuoe*lte
xapaKTepkrarvrKu qIz$ponrrx rpaHKr4HroBbrx crrcreM. llpzuqran [ocrpoeHzx coroeB
cncreM cB{3rr. Cran4aprbr coroBoit csqzu.

Eassr traHHbrx.
MoAenz AaHHrIX. OcoSeuuocrlr per.aqzouuofi MoAenr.r AaHHbrx. Ta6r.u
per-f,Ill4oHuofr Bf. Ocnosutre rI{rIbI norefi. Co:4auue npocrofi He HopManrasoBaitii

6astI AaHHrIX. llepnz.rHrre, BTopr4lrHbre vr BHerrrHr4e Krroqa. Perqrlnoii
orHoIUeHI4q Mexqy ra6nuqalu (o4ran-r<o-MHolrr4M kr Ap,). Ccuncj.rua#:ll
ceMallrl4r{ecKa.fi (cvuclonar) qenocrHocrb. Hopvrarira 3arJrrfl ra6nnq 6agrr AaHHh

Mero4u v cpeAcrBa HopManr43ar\vrkr. Hopuamurre Sopnau. Apxzlerrypa q

AaHHrIX. llonsrue rpaH3aKUHH. Cnequ$zra MHororroJrb3oBareJrr,orcofi paSor#f

6a^sofi AaHHbIX. Ycranonxa I4 Hacrpofixa pen-f,rluoHHr,rx cBr3efi uex4y raSnzqair.rfi.

Ha-suaqeuve v ocHoBHbIe SyHr<quI4 r3rbrKa SQL, focrozucrBa r4 He,AocrarKr4 rr3br

SQL. Oneparopu SQL. O6qas orpyKrypa oileparopa SELECT vr

r4crroJrb3oBaHnfl. I4cuomsoBaHr4e npeAnox{eHkrfl WHERE,, aprE{rrtl

Jrorrrr{ecKr4x oneparopoB. I4cuolrsoBaHr4e rrceBAoHr4MoB nolei.i
coprlrpoBKa 3alluceir u w;r+ucJlseMbre rroJr-rr n SQl-sanpoce. A cerarHrre Qy
rpynnr4poBKa 3arrrcefi n SQl-3anpoce, Oneparopu, BETWEEN, IN, Uppgn, tftiE:
tr4cnomsoBaHLre [oA3anpocoB B npeAnoxIHzraFROM. ZcnolrgoBaHr4eno4sanpoet'oii

B rrpeArroxeHnzr WHERE. Oneparoprr EXISTS, ALL, SOME. BuyrpenHge

coeAr4HeHrre ra6ruq. BneurHue coeAr{HeHr4r ra6rrut1. I,IcnortrgoBalue CASf;
LINION, IS NLILL. CqeureHne crpor. Oueparoprr INSERT, UPDATE u DELETE.
Oneparopu CR-EATE (DROP) DATAIBA
ALTER TABLE,. Oco6ennocrt4 pa3rr4rr

BbrBoAa 3aAaHHOfO KOJrr4r{eCTBa 3aIIHCe

Orpauuvenue MaKcrrMaJrbHofo Kolrr{qec

3aIIpocoB Ha ooHoBe HeoraHAapTHb].x

Tprarreprr. XpauraMbre nporreAypbl MySQL. Penrzr<aqufl,. MariaDI). PostgreSQl:

,t
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Ayreu:ru$vnarJr4fl.. PAM modules. Basa AaHHrIX MongoDB.



OnepaquoHHbre crrcreMbr v cncre
olepaurzouuofr cr4creMbr, ocHoBHbre S
cl4creM. Crzcreurr pa3AeneHrrr BpeMeHH.

OC. CepruSurcarTu.s OC u nporpaMnt. JIz
OC. ApxzreKrypa OC. OpraHr43aurzoH Fra-rr

flpoqecctr u IIoroKIr. Co6rrru-s 14 cocrolrHrrx npoqeccoB. lPU. MeNupoqecc
B3al4MoAefrcrsze. Yupannenl4e rlpoqecoaMr{, lllanupoBaHr4e rrpoqeccon. Anropu-l
rlnaHl{poBaHrrfl.. Koonepaqvrfl, u B3aH\4o eftcrnae ilpoqeccoB. Mylr,runpoqeccuii
cl4creMbl CnnxpoutsarP4fl I4crIoJrHeHzx. Amopr4TMbr cr4uxpoHr43arlau. OcoSen
83aIzMoAeitcrr.ur- npoqeccoB. BrrcoroypoBHeBbre MexaHr43M6r claHxpoHr43ar\LI

Ceua$oprr. Mr,rorer<crr. Bsau\ao6noKr4poBKr{. PaSora B flApe OC. Beeaeiri,iU'il
cl4creMHoe nporpaMMl4poBaHl4e B .sAlpe OC. Mo4ynra. Pa6ora c MoAynsnau"Ol
Bupryalruue cl4creMbl JMV. Kourefiuepu" fuuepeusopbr. Xpauenue' Aaiiijh$
@afiroerte cl{creMrr. VnpauleHl4e rraM-rrrbro. I'ecypcrr z ACL. Un.ix permis
Ay4Izr I4 x(ypHanl4poBaHrre. VlgeuruSlixaqu.a z ayreHrrz$nraqrar noJrb3oBare

OC. 3onorr're npaBnna cereBoro vr cr4creMHoro aAMr,iHrrcrprrpoBaHrzf,. M
pa3BeprblBaHnfl OC. VcraHoBKa lIO. Vc'raHoBKa rr3 HcxoAHbrx KoAoe, Kourporrniihi
cyMMbI. Hacrpofixa Be6-cepBepa, MoAenr{ o6pa6orxr{ 3anpocoB. Nsswitch. Liriu
NSS. llpranaep paSorrr KJrrreHra. Czc'reuNSS. llprauep pa6ortr KJrrreHra. Czc'reu
GRtlB, Init. llpouecc 3arpy3Kr4 OC. Vnp
Arp, netstat e Linux. fizaruocrura. I{erc

Iproute, Iptables.

Ocnoerr uHQopruaquouuofi 6esonacH

3aKoH 149-@3 (06 rau$opuaqurz, r{H
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crpoKr4. V-ssnraN{ocrra cerefi: orKa3 e o6cr
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